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Abstract— In conventional electromagnetic (EM) infor-
mation security, a device that unintentionally radiates EM
waves including confidential information inside the device
has been targeted as a threat. On the other hand, in this
paper, we show that it is possible to cause information
leakage through EM waves from potentially leak-free
equipment by low-power intentional electromagnetic inter-
ference and hardware trojan.
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I. Introduction

The threat of information leakage through electromag-
netic (EM) waves is caused by unintentional EM waves
generated from the equipment depending on information
processing [1]. For this reason, devices that do not emit
EM waves including confidential information were out of
the scope of the threat described above. Therefore, in pre-
vious studies [1], only devices that potentially leaked were
targeted. On the other hand, in this paper, we introduce a
new threat to cause information leakage against equipment
that does not emit unintentional EM waves including con-
fidential information using low-power intentional electro-
magnetic interference (IEMI) [2] and hardware trojan (HT)
[3]

I1. EM Information Leakage Caused by IEMI and HT

In this study, the HT was mounted on the communica-
tion line where the target signal was transmitted, and EM
wave irradiation was performed on the HT to induce in-
formation leakage. The above information leakage can be
regarded as caused by a mixer circuit that multiplies the
two signals. A mixer circuit multiplies an intercepted sig-
nal Sgg (t) and a high-frequency signal Sc (t) induced by
externally irradiated electromagnetic waves, and generates
an amplitude-modulated signal Say (t) = Sgg (t) Sc (1),
where Sc (t) is the carrier signal and Sgg (t) is the baseband
signal. The time change of Sgp (t) is radiated outside the
device as the amplitude-modulated signal Say (t) through
an unintentional antenna (Fig. 1).

IT1. EM Information Leakage from Keyboard with HT

In this experiment, we selected the keyboard as a specif-
ic target. First, the HT is mounted on the signal line con-
necting the target keyboard and PC. Then, by using EM
waves radiated from the outside, the information inside the
device is amplitude-modulated and radiated outside the
device. Fig. 2 shows the measurement results. Fig. 2 (a)
shows a waveform obtained by tapping the data signal
transmitted inside the communication line when "Q" is
input. Fig. 2 (b) shows the waveform measured outside the
equipment when irradiating the HT with EM waves.
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Figure 1 EM information leakage caused by IEMI and HT.
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Figure 2 Leakage signals.

Waveforms with time variation similar to those in Fig. 2
(a) are observed, and it can be seen that the input infor-
mation can be acquired outside the equipment. However,
when the EM waves are not irradiated to the HT, the wave-
form measured outside the device is as shown in Fig. 2 (¢),
and information leakage does not occur.

The above results show that it is possible to cause in-
formation leakage through the EM waves by using IEMI
and HT from potentially leak-free equipment.
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